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BO THONG TIN VA TRUYEN THONG
CVC AN TOAN TH6NG TIN

s6: J;r2ICATIT-TDQLGS
V/v cfmh baa mQts616 hang nghiem trQng

trang mQts6 Chip Intel va mQts6
dong may tinh HP
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~HO~ -Dan vi chuyen tnich ve CNTT cac 89, ca quan ngang 13(1,
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- Sa Thong tin va TruySn thong cac tinh, thlll1h phf) live
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Chuf'" : .

G~n day, cal' 15 h6ng mai tren nhiSu nSn tang h~ diSu hanh cling nhu ph:'1Il

mSm diSu khi~n (firmware) tich hgp sgn tren Cal' may tinh, thi~t bi ng~lYdng

dugc tin t~c Igi dt,lllgd~ thvc hi~n cac cUQct~n cong nguy hi~m.

MQt s6 15 h6ng nghiem tn;mg co kha nang anh huang r<)ng tai dll' h~

th6ng thong tin cua nhiSu dan vi nhu sau:

I. L5 h6ng trong mQt s6 dong may su d\lllg Chip Intel;

2. L5 h6ng (key logger) trang trinh diSu khiSn am thanh Clla mOt s6 dlll1g
mayHP.

(Chi tiit v~16ht5ng co trang tiii li?u kern thea).

C\lC An toan thong tin dS nghi cae ca quan, t6 chl:'l' th\rc hi~n dll' bi~n

phap baa dam an toan thong tin d6i vai Cal' dan vi, ca nhun thu(Jl' phZllnvi minh
quan ly nhu sau:

- Ki~m tra, ra soat va c~p nh~t ban va cua 16 h6ng baa 1m)!n(li trcn l'ho

Cal' may tinh, !hi~t bi trong h~ th6ng co kha nang bi anh huang;

..Ra soat va va Cal' 16 h6ng an toan thong tin khac trang h~ thtHlg;

..Tiing wang, chu dQng thea doi va co k~ hO(lch, bi~n phap xu ly khi Cll 10
h6ng mai d~ phat hi~n, ngan ch~n sam Cal' nguy ca t~n cong m(lng.



Khi tri~n khai cac n(>idung neu tren, trong wang hgp cfuJ. thi~t, Quy dan
Vi co lh6 lien h~ vai C\lC An toan thong tin, DT: 0439436684, thu di~n tU

hi hllvcn@l11ic.gov.vn d~ duqc ph6i hgp, h6 trq.

Trjn trQng./.
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• Nillf Irell:
- C\IO In"';'llg (de hIe);
- 1,1111: VT. TDQLGS.
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CANH BAO LO HONG TRONG MQT s6 DONG MAY sD' D~JNG
CHIP INTEL

(Kem thea C6ng van s611J/cA17T-TDQLGS ngay 26/5/2017)

1. Thong tin chung

- Muc dQ:Nghiem trQng
- Ma 16iquac t~: CVE-20 17-5689, INTEL-SA-00075
- Anh huang: Cac dong may su dVng cong ngh~ !ntel@ Active Management
Technology (AMT), Intei@ Standard Manageability (ISM) va [ntel@ Small
Business Technology (SBT) phien ban 6.x, 7.x, 8.x 9.x, 10.x, 11.0, 11.5. d
11.6.

Ngay 5 thang 5 nam 2017, nhom cac chuyen gia baa m~t Embedi dfi eong
ba mQt 16h6ng bao m~t trong cac may tinh Slr dVng cong ngh~ Intel AMT cho
phep vugt qua ca ch~ xac tht,rcd~ chi~m quySn diSu khi~n h~ thang. DlrQ'c bi~l.
16 h6ng nay da duQ'cnhom phat hi~n tu gifra thang 3 nam 2017 trong qua trinh
ki~m tm cac giao thuc va djch V\lm~ng ben trong Intel ME firmware.

L6 h6ng nay n&m ben trong thanh phfrn xac thvc clla chlrc nang Intel
AMT Web (chuc nang cho phep quan trj vien co th~ qwin Iy cac PC. may tr~m
va may chu tu xa) duQ'c ciii s~n tren Chip cua may tinh. Intel AMTlISM I~ng
nghe tren mQt sa c6ng m~c dinh la 16992, 16993. MQt sa c6ng lien quan khllC
cling co th~ duQ'cSlrd\lng g6m 16994, 16995, 623, 664.

Khi khai thac thanh cong 16h6ng nay, tin t~c hoan to,ln co th~ ki6m saM
may tinh nguy hi~m han 1aki~m soat a muc dQ phfrn cung, d9C I~p v6i h~ di~lI
hiinh, tin*hoan toan co th~ pha huy toan bQdfr li~u h~ thang, xoa di, di I~lih~
diSu hanh .... va th\fc hi~n b:lt ky hanh vi nguy hi~m nao.

2. Khuy~n nghi

Nh&m baa dam an toan thOng tin va phong tranh vi~c tin t~c lQ'id\ll1g ]6
h6ng dS th\fc hi~n nhUng cUQct:ln cong m~ng nguy hi6m, C\IC ATTT khlly~n
nghi cac quan tri vien t~i cac ca quan, dan vi nhanh chong kiSm tm va c~p nlu!t
ngay ban va tuang ung cho cac may tinh bi anh huang.

3. MQt sa hlflrng d~n ki~m tra va c~p nh~t firmware.

D~ kiSm tra xem may tinh co bi anh huang khong: co th~ SlTd\Jng m<)ttrang CllC
cach sau:



Ki~m tra xem co ma cae e5ng lien quan: Slr d\1ng cang el;!quet e5ng (nhu
nmap, netstat);
Slf d\ll1geang el;!do Intel pluit hanh;
Ki&mtra thea tung dong may tinh.

Ki&mtra Slfd\lng C6ng el;!eua Intel:
Windows: https:lldownloadeenter.intel.eom/download/267 55
Linux (ubuntu):

hlli)s:1Idown Ioadeemer. inte I.comldown load/2 6799/INTEL- SA-0007 5-Linux-
Detect ion-and-IVIitigation- Too Is?wapkw=inte !-sa-0007 5

. ,

JJ INlEl.Sl..cm7S Diicovwy Tool

Risk Assessment

Based on (he verSIon of the ME, the System IS Not Vulnerable_
~ VtJnerable, contact your OEM ror s~port and remedia~on or ltlis system
For more ,nfoona~on, reterto CVE-2017-5689 at:
htlosJlnyd.nrstaoytyulnlde!a1VCVE.2Q1 Z.5689 or the Intel seCUCIlyadvlsory
Intel-SA-OOOZ5at: httDsllsecullty.cenler 101elcorniadYisory asox')
Inlar,d-INTEL-SA'(}()OZ5&lancuage,d=en-fr

INlEl-SA.oooZ5 Dilcovery Tool GUI Version

Application Verllon: 1.0.1.6
Scan dele: 08105I201Z14'03:28

HOlt CompLller Infonnation

Name: DESKTOP-ITOO096
Manufecturer: FWrrsu
Model: ESPRIMO.D556
Proces.or Name: InleI(R) Core(TM) iZ-£ZOOCPU@ 3.40GH,
W1ndoWll Version: MicrosonWindows 10 Pro

x

Ki~m tra b~ng eang e\l eua Intel tren Windows
- Ki~m tra theo danh such cae phien ban bi anh huang eua tung hang.

• Hi>Inc. - http://www8.hp.com/us/en/intelmanageabilityissue.html
• HP Enterprise -

http://h22208. www2.hpe.com/eginfolib/seeurityalerts/CVE-20 17-5689-
InteI/CVE-20 17-5689.html

• Lenovo - https:/ Isupport.lenovo.com/us/en/product_ security/LEN-14963
• Fujitsu - http://www.fmworld.net/globalpc/inteUirmware/
• Dell Client-

http://en.community. dell.com/techcenter/extras/m/white -papers/2044 391
4

• Dell EIVIC-
http://en.comm uni ty.dell.eom/techcenter/extras/rnlwhite -papers/20443 93
7

http://www8.hp.com/us/en/intelmanageabilityissue.html
http://www.fmworld.net/globalpc/inteUirmware/
http://en.community.
http://en.comm
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• Aeer - https:i/us.answers.aeer.eomJapp/answers/detail/a id/47162
• Asus - https:J/www.asus.eom/News/uztEkib4zFMHCn5r
• Panasonie - http://pc-dl.panasonic.co.jp/itn/info/osinfo20170512.html
• Toshiba - https://supporttoshiba.com/sscontent?contentld=4015668
• Intel- NUC, Compute Stick and Desktop Boards

(Theo dfJi va cgp nhgt tren trang cua Intel t(Ii ilia chi: httlJs://securi/I'-
cel7/er. inle I.com/ adl'isor)'. asp""? il1/elid= / tv'TEL-SA -ODO7-"&lOllguoge it1=<:II-Ii'

D~ c~p nh~tbimva:
- Khuy~n nghj nen theo huang dfin Clla tung dong may,
- Trong tmung hgp chua co thi ap d\mg cac bi~n phap theo huang dfin ella Intel
t~i https://downloadcenter.intel.com/download/26754 (6 muc I-l~ di0u 11<lnhd
muc m~ng.

4. Tharn khao

ill I ps:1!seeuri Iv-ce n Ier. inl e I.ca m/ad visa l'v.aspx?int c Iid= INTE L- SA -00075& 1<111'-\1Ia g£ili =~t8t
https ://www.embedi.com/files/white-papers/Silent- Bob- is-S ilent.pd r
hUps:/ /newsroom. inte I.com/news/important -secUl'jty- in format ion- inte 1-
manageab iIity- firmware/

http://https:J/www.asus.eom/News/uztEkib4zFMHCn5r
http://pc-dl.panasonic.co.jp/itn/info/osinfo20170512.html
http://://www.embedi.com/files/white-papers/Silent-
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CANH BAa KEYLOGGER CAl flAT SAN TRONG MOT s6
DONG MAY' HP .

(Kl!nl theo C6ng WIn s6.!)!J/CATTT-TDQLGS ngay 26/5/20/7)

1. Thong tin va 16 hAng.
- Muc 0(\: Cao

- Mff !6i qu6c t~: CVE-2017-8360

- Anh huang: m(\t 56 dong may HP 5lr d\mg trinh ai~u khi~n am thanh Concxant
(tham chi~u m\lc 3).

Trong qua trinh nghien cuu v~ nhom chuyen gia Modzero d~n tLrThl/y' SI

off phat trinh ai~u khi~n am thanh trong m(\t s6 dong may HP co Hch hc.rr sftn

chuc nang ghi l~i tit ca cac thao tac clla bim phim. Thong thuang day IiI chtl'c
nang tin t?C Slr d\lng a~ an tr(\m thong tin nh~y cam 1m!nguai dung nh~p v~!otLI'

ban phim nhu tai khoan email, tai khoan ngan hang, thong tin the thanh to~\n....
Vi tri trinh ai~u khi~n

C:\Windows\System32\MicTray64.exe

C:\Windows\System32\MicTray.exe

Thong tin ghi van trong file log a C:\Users\Public\M icTray. log. 13~ltky
ti~n trinh nao ch~y tren h~ th6ng cung phien aang nhijp clla nguai dung d~l/ co

quy~n truy cijp van cac file nay. Do vijy vi~c thu thijp nhung thong tin nhZlYdun
nay la nit d~ dang.

Ngay 19/5 tijp aoan HP cling off xac nhijn va aua ra ban v~\cho dc d6ng
may bi anh huang.

2. Khuy~n nghi

- Ki~m tra lo~i b6 trinh ai~u khi~n bi anh huang tren may, xoa cac file th\rc thi
va file log n8u v~n tan t~i tren h~ th6ng.

- Theo d5i va cijp nhijt ban va mai cho trinh ai~u khi~n t\li

https://support.hp.com/us-en/procluct/hp-probook-430- g3-notebook-
pc/7834547/document/c05519670/

3. Dauh 8ach dong may bi anh hlfO'n~
HP EliteBook 820 G3Notebook PC
HPEliteBook 828 G3Notebook PC
HP EliteBook 840 G3Notebook PC
HP EliteBook 848 G3Notebook PC
HP EliteBook 850 G3Notebook PC
HP ProBook 640 G2Notebook PC



Ill' I'roBook 650 G2 Notebook PC
III' I'rol3ook 645 G2 Notebook PC
III' I'roBook 655 G2 Notebook PC
I-II' I'roBook 450 G3 Notebook PC
Ill' I'ro13ook 430 G3 Notebook PC
111'I'ro13ook 440 G3 Notebook PC
HI' I'ro13ook 446 G3 Notebook PC
III' I'ro13ook 470 G3 Notebook PC
III' I'roBook 455 G3 Notebook PC
III' 1~liteBook 725 G3 Notebook PC
III' 1~litel3ook745 G3 Notebook PC
III' Elitellook 755 G3 Notebook PC
HI' Elitel300k 1030 G I Notebook PC
111'lBook 15u G3 Mobile Workstation
HI' Elite x2 1012 GI Tablet
III' Elile x2 1012 GI with Travel Keyboard
III' Elite x2 1012 G 1 Advanced Keyboard
Ill' EliteBook Folio 1040 G3 Notebook PC
111'ZBook 17 G3 !vlobile Workstation
Ill' ZBook IS G3 Mobile Workstation
HI' ZBook Studio G3 Mobile Workstation
III' EliteBook Folio G I Notebook PC

II~ di~1Ihitnh
Microsoll Windows 1032
Microsoll Windows 10 64
Microsoll WindO\\is 10 lOT Enterprise 32-Bit (x86)
Microsoft Windows 10 rOT Enterprise 64-Bit (x86)
Microsoll Windows 7 Enterprise 32 Edition
Microsoft Windows 7 Enterprise 64 Edition
Microsoft Windows 7 I-lome Basic 32 Edition
Microsoll Windows 7 Home Basic 64 Edition
Microsoll Windows 7 Home Premium 32 Edition
Microsoll Windows 7 Home Premium 64 Edition
Microsoll Windows 7 Professional 32 Edition
Microsoft Windows 7 Professional 64 Edition
Microsoft Windows 7 Starter 32 Edition
Microsoft Windows 7 Ultimate 32 Edition
Microsoft Windows 7 Ultimate 64 Edition
Microsoft Windows Embedded Standard 7 32

Microsoll Windows Embedded Standard 7E 32-Bit

4. Tham kh:lo:

https:l/www.modzero.ch/advisoriesIMZ-17 -0 I-Conexant-Keylogger.txt
ht tps:1Is uppo rt. hp .co m/us-en/productlhp-probook -43 0-g3 -notebook-
pc17834547/document/c055196701

, ,

http://https:l/www.modzero.ch/advisoriesIMZ-17
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